IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA
JEFFERSON MORLEY,
Plaintiff,

1
v.

)

CENTRAL INTELLIGENCE AGENCY,
Defendant.

)
)

Civil Action No.
(RJL)

)
)
\

DECLARATION OF DELORES M. NELSON, CHIEF, PUBLIC
INFORMATION PROGRAMS DIVISION, CENTRAL INTELLIGENCE AGENCY
I.

INTRODUCTION
I, DELORES M. NELSON, hereby declare and say:
1.

I am the Chief, Public Information Programs Division,

Information Management Services, Office of the Chief Information
Officer, Central Intelligence Agency ("CIA"). Since 21 April
2008, I have also served as the CIA Information and Privacy
Coordinator. I have served with the CIA for approximately
twenty-nine years and, in addition to my current positions, have
held other supervisory positions with the CIA.
2.

In my current capacities, I am responsible for managing

the Freedom of Information Act ("FOIA"), Privacy Act, and
Executive Order 12958 Mandatory Declassification Review programs
in the CIA.

These responsibilities include directing searches

of CIA records systems pursuant to public requests for records
under these programs, and coordinating the reviews of any

records retrieved in such searches.

As part of my official

duties, I ensure that the CIA administratively processes FOIA
and Privacy Act requests, including the search, retrieval,
analysis, review, redaction, and release of documents, in
accordance with the law and as efficiently as possible with the
personnel and resources available.
3.

For the purposes of this litigation, I have been

designated CIA Records Validation Officer ("RVO").

As RVO, I am

authorized to access all CIA records relevant to this
litigation.

I am also authorized to task appropriate personnel

to conduct record searches within any office or component of the
CIA.

Similarly, I am authorized to sign declarations on behalf

of the CIA regarding searches of CIA record systems and the
contents of records located during these searches.

4.

As a senior CIA official under a written delegation of

authority pursuant to section 1.3 (c) of Executive Order 12958,
as amended, I hold original classification authority at the TOP
SECRET level.'

Therefore, I am authorized to make original

classification and declassification decisions.

As the RVO in

this case, my original classification and declassification
authority extends to all CIA information.

Executive Order 12958 was amended by Executive Order 13292. See Exec. Order
No. 13,292, 68 Fed. Reg. 15,315 (Mar. 28, 2003). All citations to Executive
Order 12958 are to the Order as amended by Executive Order 13292. See Exec.
Order No. 12, 958, 60 Fed. Reg. 19,825 (Apr. 20, 1995), reprinted asamended
in 50 U.S.C. § 435 note (Supp. V 2005).
-

5.

Through the exercise of my official duties, I am

familiar with this civil action.

I make the following

statements based upon my personal knowledge and information made
available to me in my official capacity.
6.

Pursuant to the United States Court of Appeals for the

District of Columbia Circuit's decision dated 7 December 2007,
Morley v. CIA, 508 F.3d 1108 (D.C. Cir. 2007), this declaration
supplements the Declaration of Marilyn A. Dorn, CIA Information
Review Officer, filed in this case on 26 October 2005 ("Dorn
Declaration").

See

Dorn Decl., attached as Exhibit A.

Specifically, this declaration describes to the greatest extent
possible on the public record:
(a) the CIAfs search of its "operational
files" for records responsive to
Plaintiff Jefferson Morley's 4 July
2003 FOIA request;
(b) the CIA's search of CIA records
transferred to the National Archives
and Records Administration ("NARA") and
the documents located during this
search;
(c) the CIAfs search for the allegedly
"missing" monthly progress reports
purportedly filed by George E.
Joannides ("Joannides") ;
(d) the adequacy of the CIA's search for
responsive records in this case;
(e) the bases for the CIAfs GLOMAR
response; and

(f) the reasons why FOIA exemptions (b)(1)'
(b)(2)' (b)( 3 ) 1 (b)(5)1 and (b)(6)
support the withholding of certain
documents responsive to Plaintiff' s
FOIA request.
7.

For the Court's convenience, I divided this declaration

into fourteen parts:

Part I is the introduction; Part I1

provides background on Plaintiff's FOIA request and the
procedural history of this case; Part I11 describes the CIA's
search of its operational files; Part IV describes the CIA's
search of the CIA records transferred to NARA; Part V describes
the CIA's search for the allegedly "missing" monthly progress
reports purportedly filed by Joannides; Part VI explains the
adequacy of the CIA's search for records responsive to
Plaintiff's FOIA request; Part VII discusses the bases for the
CIA's GLOMAR response; Part VIII describes the bases for the
CIA' s assertion of FOIA exemption (b)(1) as it relates to the
twenty-five released-in-part NARA documents ("NARA RIP
documents") that the CIA released to Plaintiff on 28 April 2 0 0 8 ~
and the released-in-part ("RIP") and denied-in-full ("DIE'")
documents that the CIA released to, or withheld from, Plaintiff
on 6 August 2008 ("6 August 2008 RIP and DIF

document^")^;

Part

As discussed below, the CIA'S search of the CIA records transferred to NARA
located 113 documents responsive to Plaintiff's FOIA request. The CIA
released these documents to Plaintiff on 28 April 2008. The CIA withheld
information from twenty-five of these documents pursuant to FOIA exemptions
(b)(1), (b)(2), (b)(3), and (b)(6). The CIA released the remaining eightyeight documents in their entirety and without any redactions.
AS discussed below, the CIA search of the Directorate of Support's relevant
record systems located documents responsive to Plaintiff's FOIA request. On

IX describes
-

the bases for the CIA's assertion of FOIA exemption

(b)(2) as it relates to all of the documents that the CIA
released or withheld in this case; Part X describes the bases
for the CIA'S assertion of FOIA exemption (b)(3) as 'it relates
to the NARA RIP documents and the 6 August 2008 RIP and DIF
documents; Part XI describes the bases for the CIA's assertion
of FOIA exemption (b)(5) as it relates to all of the documents
that the CIA released or withheld in this case; Part XI1
describes the bases for the CIA's assertion of FOIA exemption
(b)(6) as it relates to all of the documents that the CIA
released or withheld in this case; Part XI11 discusses the
segregability of the documents responsive to Plaintiff's FOIA
request; and Part XIV explains the CIA's release of additional
biographical information for Joannides' wife.
8.

Attached as Exhibit B to this declaration, and

incorporated by reference herein, is a copy of the Vaughn Index
the CIA filed with the Dorn Declaration on 26 October 2005.
Attached as Exhibit C to this declaration, and incorporated by
reference herein, is a Vaughn Index which:

a) describes the

NARA RIP documents that the CIA released to Plaintiff on
28 April 2008; b) describes the 6 August 2008 RIP and DIF

6 August 2008, the CIA released 293 documents to Plaintiff. The CIA released
29 of these documents in full. The CIA released 264 documents in segregable
form with redactions made pursuant to FOIA exemptions (b)(l), (b)(2), (b)(3),
and (b)(6). The CIA withheld other documents in their entirety pursuant to
FOIA exemptions (b)(l), (b)(2), (b)( 3 1 , (b)(5), and (b)(6).

documents; c) identifies the FOIA exemptions applicable to these
documents; and d) explains why the applicable FOIA exemptions
justify withholding information from these responsive documents.
11.

PLAINTIFF'S FOIA REQUEST AND PROCEDURAL HISTORY

9.

Plaintiff submitted his FOIA request to the CIA on

4 July 2003.

Plaintiff's FOIA request asked the CIA to produce

"all records pertaining to CIA operations officer, George
Efythron Joannides, (also known as 'Howard,' or 'Mr. Howard,' or
'Walter Newby')," including but not limited to seventeen
specific categories of records which Plaintiff claimed would
"shed new light on the assassination of President Kennedy."
Letter from Morley to Dyer of 7/4/03, at 1-3, attached as
Exhibit D.
10.

The CIA responded to Plaintiff's FOIA request in a

letter dated 5 November 2003.

Therein, the CIA advised

Plaintiff that "CIA records on the assassination of President
Kennedy have been re-reviewed under the classification
guidelines for assassination-related records of the President
John F. Kennedy Assassination Records Collection Act of 1992"
and that such records were "transferred to the National Archives
and Records Administration (NARA) in compliance with this Act."
Letter from Herman to Morley, of 11/5/03, attached as Exhibit E.
The CIA also informed Plaintiff that the CIA'S assassinationrelated records, along with those related records of other

government agencies, "have been re-reviewed by the
Presidentially-appointed Assassination Records Review Board,"
and following such review, "were returned to NARA to be made
available to the public through NARA1s Assassination Records
Collection."
11.

Id. at 1.
-

On 16 December 2003, Plaintiff filed his complaint for

injunctive relief in this Court.
12.

In September 2004, the CIA tasked the Directorate of

Operations ("DO"), the Director of Central Intelligence Area
("DCIA"), and the Mission Support Office ("MSO") (now known as
the Directorate of Support ("DS")) with determining whether
their relevant record systems contained responsive records that
the CIA had not previously disclosed pursuant to the President
John F. Kennedy Assassination Records Collection Act of 1992
("JFK Act").
13.

On 30 September 2004 and 15 December 2004, the CIA

filed status reports updating the Court on the CIA'S search for,
and review of, responsive records.

In the former, the CIA

advised the Court that the DO had completed its search and
review.

In the latter, the CIA advised the Court that the CIA'S

processing of responsive documents was almost complete and that
the CIA expected to produce the non-exempt documents to
Plaintiff no later than 24 December 2004.

14.

In a 22 December 2004 letter to Plaintiff, the CIA

stated it had "completed a reasonable search for records
responsive to [Plaintiff's] request."

Letter from Koch to

Morley of 12/22/04, at 2, attached as Exhibit F.

Enclosed with

its letter, the CIA released three documents released in their
entirety and 112,documents released in segregable form with
redactions made pursuant to FOIA exemptions (b)(1), (b)(2),
(b)(3), (b)(5), (b)(6), (b) (7)(C), and (b)(7)(E).
CIA also advised Plaintiff that:

See id.

The

a) the CIA located additional

material withheld in its entirety pursuant to FOIA exemptions
(b)(1), (b)(3), and (b)(6); b) the CIA identified two documents
requiring coordination with another federal agency and that the
CIA would provide a supplemental response after the completion
of this consultation process; and c) there were 78 documents
pertaining to the subject matter of Plaintiff's FOIA request
previously released under the JFK Act.
15.

See id. at 2-3.

In its 22 December 2004 letter, the CIA also asserted

a GLOMAR response "[wlith respect to that portion of
[Plaintiff's] request seeking records regarding Mr. Joannides'
participation in any covert project, operation, or assignment,
unless of course previously acknowledged."

Id. at 2.

The CIA

stated it could "neither confirm nor deny the existence or
nonexistence of records responsive to [this parf of Plaintiff's]
request."

Id.

at 2.

The CIA'S GLOMAR response applies to

Joannides' covert projects, operations, and assignments except
those occurring during the years 1962 through 1964 and 1978
through 1979--time periods for which the CIA previously
acknowledged Joannides' participation in covert projects,
operations, and assignments.
16.

The CIA based its GLOMAR response in 2'004 upon the

understanding that the CIA had previously acknowledged
Joannides' participation in only two specific covert projects,
operations, or assignments.

The CIA made these acknowledgments

in conjunction with its release of JFK-related records pursuant
to the JFK Act.

First, the CIA acknowledged Joannides

participated in a covert action codenamed JM/WAVE or JMWAVE from
1962 through 1964.

Second, the CIA acknowledged Joannides

served as a CIA representative to the U.S. House of
Representatives Select Committee on Assassinations from 1978
through 1979.
assignments.

Joannides served undercover in both of these
Joannides also served undercover in projects,

operations, and assignments before and after the two
acknowledged time periods.

Based upon its understanding of

Joannides' cover status and the fact that answering Plaintiff's
FOIA request in the categorical manner in which it was framed
would disclose classified information, the CIA determined it
could neither confirm nor deny the existence of records relating

to Joannides' covert projects, operations, or assignments
outside the years 1962 through 1964 and 1978 through 1979.
17.

By letter dated 1 February 2005, the CIA informed

Plaintiff that the coordination process involving the two
documents referenced in the CIA'S 22 December 2004 letter was
complete.

See Letter

Exhibit G.

The CIA released these documents to Plaintiff in

redacted form.
18.

from Koch to Morley of 2/1/05, attached as

See id.
-

By letter dated 9 May 2005 letter, the CIA released

another redacted document to Plaintiff.

In its cover letter to

Plaintiff, the CIA noted it inadvertently failed to include this
document with the 22 December 2004 document production.

See

Letter from Koch to Morley of 5/9/05, attached as Exhibit H.
The CIA also noted it located additional material that was
exempt from production pursuant to multiple FOIA exemptions.
See id.
19.

On 15 November 2005, the CIA filed a Motion for

Summary Judgment.

On 29 September 2006, this Court granted the

CIA'S Motion for Summary Judgment and dismissed the case.
20.
2006.

Plaintiff filed a notice of appeal on 22 November

The parties presented oral argument before the United

States Court of Appeals for the District of Columbia Circuit on
22 October 2007.

21.

On 7 December 2007, the Court of Appeals issued a

decision affirming in part and reversing in part this Court's
grant of summary judgment.

The Court of Appeals affirmed this

Court's decision regarding the CIA's use of the proper standard
for a FOIA request; the adequacy of the CIA'S Vaughn Index; and
the CIA's proper assertion of FOIA exemptions (b)(1)

(b)( 3 ) '

and (b)(7)(E). The Court of Appeals remanded the case with
instructions that the CIA:

a) search its operational files for

records responsive to Plaintiff's FOIA request; b) search the
records the CIA transferred to NARA for records responsive to
Plaintif f' s FOIA request; c) supplement the CIA's explanation
regarding its search for the allegedly "missing" monthly
progress reports purportedly filed by Joannides; d) expand the
description of the search.it conducted for records responsive to
Plaintiff's FOIA request; e) provide additional explanation in
support of the CIA's GLOMAR response; and f) explain in greater
detail how FOIA exemptions (b)(2)' (b)(5)' and (b)(6) permit the
CIA to withhold documents responsive to Plaintiff's FOIA
request.
22.

Pursuant to the Court of Appeals' decision, the CIA

searched its operational files and the CIA records transferred
to NARA for records responsive to Plaintiff's FOIA request.

23.

As explained in Parts 111, IV, and VI below, the

searches that the CIA conducted pursuant to the Court of Appeals
located documents responsive to Plaintiff's FOIA request.
24.

On 28 April 2008, the CIA released to Plaintiff

113 responsive documents located during its search of the CIA
records transferred to NARA.
these documents in full.

The CIA released eighty-eight of

The CIA released twenty-five of these

documents in segregable form with redactions made pursuant to
FOIA exemptions (b)(1), (b)(2), (b)(3), and (b)(6).

The Vaughn

Index attached as Exhibit C, as well as Parts VIII, IX, X, and
XI1 below, detail the specific FOIA exemptions applicable to
these RIP documents.
25.

On 6 August 2008 the CIA released to Plaintiff

293 responsive records located during the CIA'S search of DS and
NCS record systems.
operational files.

These searches included DS and NCS
The CIA released 29 of these documents in

full (Bates Numbers 000001 through 0000029).

The CIA released

264 of these documents in segregable form with redactions made
pursuant to FOIA exemptions (b)(I), (b)(2), (b)(3), and (b)(6)
(Bates Numbers 0000030 through 0000293).

The CIA withheld 295

documents in their entirety pursuant to FOIA exemptions (b)(l),
(b)(2), (b)(3), (b)(5), and (b)(6) (Bates Number 0000294 through
00000588).

The CIA also reasserted its GLOMAR response with

respect to that portion of Plaintiff's request seeking

information about Joannides' participation in any previously
See

unacknowledged "covert project, operation, or assignment."

Letter from Nelson to Lesar of 8/6/2008, attached as Exhibit I.
The Vaughn Index attached as Exhibit C, as well as Parts VIII,
IX, X I XI, and XI1 below, detail the specific FOIA exemptions
applicable to these RIP and DIF documents.
26.

In or around May 2008, CIA personnel processing this

case discovered for the first time in this litigation that the
CIA previously had acknowledged that Joannides was a CIA
employee from approximately September 1950 to 12 January 1979.
This discovery prompted the CIA to reevaluate its previous
search and review of DS and NCS records.

Accordingly, as

explained in Parts III(C) and VI below, in May 2008, the CIA
conducted additional searches to locate and release responsive
DS and NCS records that were both outside the two acknowledged
time periods and not covered by the CIA'S GLOMAR response.

The

CIA released the documents located during its May 2008 searches
to Plaintiff on 6 August 2008.
111.

THE CIA'S SEARCH O F ITS OPERATIONAL FILES
27.

Pursuant to the Court of Appeals' decision, the CIA

searched the operational files of the NCS, the Directorate of
Science and Technology ("DS&TU) and the DS/Office of Security
("0s") for records responsive to Plaintiff's FOIA request.

A.

28.

S e a r c h of NCS O p e r a t i o n a l F i l e s

The NCS is the organization within the CIA responsible

for conducting the CIA'S foreign intelligence and
counterintelligence activities; coordinating liaison with
foreign intelligence and security services; serving as the
repository for foreign counterintelligence information;
supporting clandestine technical collection; and coordinating
CIA support to the Department of Defense and other U.S.
Government agencies.

Specifically, the NCS is responsible for

the conduct of foreign intelligence collection activities
through the clandestine use of human sources.

The NCS maintains

official records of all clandestine foreign intelligence and
counterintelligence activities and 'operations conducted by the
CIA with respect to human sources.

These records are maintained

by the CIA in the regular course of business and it is the CIA'S
regular practice to maintain such records.

29.

Pursuant to authority granted under the CIA

Information Act of 1984 ("CIA Information Act"), the thenDirector of Central Intelligence designated the following NCS
files as operational files:

"files of the Directorate of

Operations which document the conduct of foreign intelligence or
counterintelligence operations or intelligence or security

liaison arrangements or information exchanges with foreign
governments or their intelligence or security
30.

service^."^

Pursuant to the Court of Appeal's decision, the CIA

searched the relevant NCS record systems, including NCS
operational files, which might contain responsive records.

The

CIA did not place any temporal restrictions on this search.
Rather, the CIA searched for responsive records without regard
to the timeframes in which the CIA acknowledged Joannides'
participation in covert projects, operations, or assignments
(1962 through 1964 and 1978 through 1979).

The CIA'S search and

review of NCS records was reasonably calculated to discover any
records responsive to Plaintiff's FOIA request.
31.

The CIA used variations of the following names in its

search for responsive records:

George Efythron Joannides,

Howard Hunt, Walter Newby, Directorio Revolucionario Estudantil,
DRE, AMSPELL, Luis Fernandez Rocha, Juan Manual Salvat, Antonio
Lanusa, Carlos Bringuier, Frank Fiorini, Frank Sturgis, David
Phillips, and Theodore Shackley.

These searches produced

approximately thirteen inches (eleven inches of documents and
the microfiche equivalent of two inches of documents) of
potentially responsive records.

The CIA recalled the records

from its records center and manually reviewed them.

50 U.S.C.

§

431(b) (1) (2000

&

Supp. V 2005)

The NCS IRO Office personnel who reviewed these

32.

records determined that none of these records was responsive to
Plaintiff's FOIA request.

Without regard to the timeframes in

which the CIA acknowledged Joannides' participation in covert
projects, operations, or assignments, the personnel who reviewed
the approximately thirteen inches of records did not locate any
records responsive to Plaintiff's FOIA request.
33.

Simply put, these documents did not reference

Joannides.

The CIA located these documents because they

contained one or more of the other search terms listed in
Paragraph 31--not because the documents referenced Joannides.
When the CIA reviewed these documents, the CIA determined the
records were unrelated to Joannides.

For example, the CIA

located documents using the search terms "DRE" and "AMPSPELL."
These documents related to "DRE" and "AMSPELL," but did not
relate to, or mention, Joannides.

Accordingly, the CIA

determined these documents were not responsive to Plaintiff's
FOIA request.
B.
34.

S e a r c h of DS&T O p e r a t i o n a l F i l e s

The DS&T is the CIA component responsible for creating

and applying technology to fulfill intelligence requirements.
The DS&T maintains records on individuals in the private sector
who work or have worked o n CIA personal services or industrial
contracts; individuals about which there is publicly-available

information identifying a scientific, technical or related
expertise of interest to CIA; and CIA staff and contract
employees, and other individuals affiliated with CIA who work on
CIA projects with private sector experts.

Pursuant to the

authority granted under the CIA Information Act, the DCIA
designated the following DS&T files as operational files:
"files of the Directorate for Science and Technology which
document the means by which foreign intelligence or
counterintelligence is collected through scientific and
technical

35.

system^."^
The CIA would not typically search DS&T files for

records on the subject of Plaintiff's request because it
reasonably would not expect these files to contain responsive
records.

However, out of an abundance of caution, the CIA

searched the relevant DS&T record systems, including DS&T
operational files.

The CIA'S search of DS&T records was

reasonably calculated to discover any records responsive to
Plaintiff's FOIA request.

The CIA did not place any temporal

restrictions on this search.

Specifically, the CIA used the

following search terms in its search of relevant DS&T records:
Joannides, Howard, and Newby.

The CIA'S search of DS&T

operational files did not locate any records responsive to
Plaintiff's FOIA request.

Id.

§

431 ( b ) (2).

C.
36.

Search of OS Operational F i l e s

The Directorate of Support ("DS"

the CIA'S administrative operations.

)

is responsible for

The DS maintains records on

all current and former CIA employees, whether employed in a
contract or staff capacity, as well as other individuals for whom
security processing or evaluation has been required.
records system includes those records located in the
records are a subset of the DS records.
maintains records on:

The DS

0s. The OS

For example, the OS

a) individuals, including CIA employees,

who have contacted or been referred to the CIA'S Security
Operations Center; b) current and former applicants for CIA
employment; c ) CIA staff and contract employees; d) personal
services independent contractors and industrial contractors;
e) military and civilian personnel detailed to the CIA;
f) individuals of security interest to CIA; and g) federal,
civilian, and military personnel with whom the CIA conducts
liaison.

Pursuant to authority granted under the CIA

Information Act, the DCIA designated the following OS files as
operational files:

"files of the Office of Personnel Security

which document investigations conducted to determine the
suitability of potential foreign intelligence or
counterintelligence sources."6
37.

Pursuant to the Court of Appealsr opinion, the CIA

searched the relevant DS record systems, including OS

operational files.

The CIA used variations of the following

names in its search for responsive records:

George Efythron

Joannides, Mr. Howard, and Walter Newby.
38.

The CIA initially searched the relevant DS record

systems, including OS operational files, in early 2008.

Like

its searches of NCS and DS&T operational files, the CIA did not
place any temporal restrictions on its search of the relevant DS
record systems.

The CIA's search of DS records was reasonably

calculated to discover any records responsive to Plaintiff's
FOIA request.

However, due to the misunderstanding regarding

Joannldes' cover status as explained in Paragraph 17 above, the
CIA did not specifically look for responsive records that were
outside the two acknowledged time periods when it conducted its
early 2008 search and review of DS records.

The CIA determined

a document was covered by its GLOMAR response if the date of the
document was outside the two acknowledged time periods.

These

searches located the same documents located during the CIA's
search of the relevant DS record systems in 2004.
39.

In or around May 2008, the CIA determined to correct

any error created by the above-discussed misunderstanding as to
Joannides' cover status.

In an attempt to locate and produce

any responsive DS documents overlooked in the CIA's 2004 and
early 2008 searches, the CIA conducted another search of the
relevant DS record systems in May 2008.

Like the early 2008

search, this search included a search of the OS operational
files.

During its May 2008 search, the CIA specifically looked

for responsive records that were outside the two acknowledged
time periods and that did not relate directly to Joannides'
participation in covert projects, operations, or assignments.
As noted above, the CIA's May 2008 search located several
hundred documents responsive to Plaintiff's FOIA request.

The

CIA released 293 of these documents to Plaintiff on 6 August
2008.
IV.

SEARCH OF RECORDS RELEASED TO NARA

40.

The Dorn Declaration describes the JFK Act and the

Assassination Records Review Board ("ARRB") created thereunder.
See Exhibit A
-

¶¶

26-30.

With the exception of approximately

1,100 documents withheld in their entirety until 2017, all of
the CIA'S JFK-related documents were released in full or in part
to NARA.'
41.

Pursuant to the Court of Appeals' decision, the CIA

searched the JFK-related records the CIA released to NARA ("JFKrelated records").

The CIA's search of these records was

reasonably calculated to discover any records responsive to

'

The approximately 1,100 documents are located in NkRA's protected collection
and will be released in 2017 unless the CIA appeals to the President to
withhold their disclosure. On such an appeal, the CIA would need to argue,
and the President would need to certify, that "(i) continued postponement is
made necessary by an identifiable harm to the military defense, intelligence
operations, law enforcement, or conduct of foreign relations; and (ii) the
identifiable harm is of such gravity that it outweighs the public interest in
disclosure." President John F. Kennedy Assassination Records Collection Act
of 1992, 44 U.S.C. § 2107 note (2000).
~

Plaintiff's FOIA request.

The CIA searched the JFK-related

records for "all records pertaining to CIA operations officer,
George Efythron Joannides."

Specifically, the CIA used

variations of the following in its search for responsive
records :

Joannides' name, the name "Howard, " Joannides'

acknowledged pseudonym
42.

-

"Newby," and Joannides' job title.

As noted above, the CIA'S search of the JFK-related

records located 113 documents responsive to Plaintiff's FOIA
request.

The CIA released copies of these 113 documents to

Plaintiff on 28 April 2008.
these documents in full.

The CIA released eighty-eight of

The CIA released twenty-five of these

documents in segregable form with redactions made pursuant to
FOIA exemptions (b)(1), (b)(2), (b)(3), and (b)(6).

The Vaughn

Index attached as Exhibit C, as well as Parts VIII, IX, X I and
XI1 below, detail the FOIA exemptions applicable to each
document.

The CIA released these documents to Plaintiff as

approved and redacted by the ARRB (the entity with the ultimate
authority to release the CIA'S JFK-related records to the
public).

The only difference between the 113 documents released

by the CIA to Plaintiff and the documents publicly available
through NARA1s Web site are the FOIA exemptions written on the
documents.
43.

Significantly, the CIA'S search of the JFK-related

records also included an index search of the approximately 1,100

documents withheld in their entirety until 2017.

The index

search yielded thirteen documents that were potentially
responsive to Plaintiff's FOIA request.
documents totaled 1,112 pages.

These thirteen

The CIA conducted a manual,

page-by-page, review of these thirteen documents to determine
whether they contained information about Joannides.

Upon

review, none of these documents was deemed responsive to
Plaintiff's FOIA request because they did not contain
information about Joannides.
V.

THE CIA'S SEARCH FOR THE ALLEGEDLY "MISSING"
MONTHLY PROGRESS REPORTS

44.

The CIAfs search for the allegedly "missing" monthly

progress reports purportedly filed by Joannides began more than
a decade ago, and is described in records the CIA released to
NARA.

Several of the records in NARAfs collection discuss the

existence and whereabouts of the allegedly "missing" monthly
progress reports.
45.

One of these documents--a 20 January 1998 memorandum

from J. Barry Harrelson (Senior Reviewer for the JFK Project) to
T. Jeremy Gunn (Executive Director for the ARRB)--specifically
addresses the CIA'S search for these monthly progress reports.
See Memorandum from Harrelson
Exhibit J.

to Gunn of 1/20/98, attached as

The memorandum states that despite the CIA'S "rather

extensive efforts" and search of the "appropriate databases and

files," the CIA "failed to locate any of the reports that appear
to be 'missing' -- December 1962 through April 1964, in general,
and those for August and November 1963 in particular."

Id.

Significantly, the memorandum also provides a very likely
explanation for the absence of the monthly progress reports:
It should be noted that during the period in
question, major policy differences between
the Agency and DRE developed. This was
particularly true of the latter years of
association because the DRE would not take
directions or instructions about a number of
operational matters, insisting on engaging
in activities the Agency did not sanction.
These differences caused the Agency to
reduce the level of funding for the DRE. It
also replaced the officer designated to deal
with the DRE. Then, about the same time,
the monthly operational reports trailed off.
It seems probable these events are linked
and that reporting in the form of such
monthly reports simply stopped. The DRE
files we did find are also within the
sequestered JFK collection and they have
been made available to ARRB staff member
Manuel Legaspi.

46.

Similarly, a 28 January 1999 memorandum supports the

informed hypothesis that the allegedly "missing" monthly
progress reports never existed.

See Memorandum from Harrelson

of 1/28/99, attached as Exhibit K.

This memorandum states

"[tlhe DRE Monthly Operational Reports that can be found end
with the one for November 1962 (the month preceding NEWBY
assuming responsibility for the project) and commence again with

one for May 1964 (the month after NEWBY left the project)."
at 1 (emphasis in original).

Id.
-

The memorandum further states:

All the evidence and comment received from
the DO during our search on behalf of the
ARRB suggests that the reports never
existed. The coincidences of dates between
NEWBY'S arrival and departure strongly
suggest the confusion about the go/no-go
status of the DRE with Agency sponsorship
precipitated by some decision to suspend the
reports .
Id. at 1-2.
-

The CIA relayed the conclusions reached in the

aforementioned memoranda to Plaintiff on or about 18 February
1999.

See Letter from James R. Oliver (Chief, Historical Review
-

Program) to Morley of 2/18/99, attached as Exhibit L.

Therein,

the CIA stated its "20 January letter provides the most logical
explanation for the absence of any written reports on Mr.
Joannides (i.e., AM/sPELL) and that is (a) the Agency reduced
funding for the DRE during this period and (b) monthly reporting
on the project 'simply stopped' because of this reduced
involvement."
47,

Id.
-

In addition, the searches that the CIA conducted

pursuant to the Court of Appeals' decision were reasonably
calculated to locate the allegedly "missing" monthly progress
reports.

Though not required by the Court of Appeals' decision,

the CIA'S search of NCS operational files included an attempt to
locate the allegedly "missing" progress reports for the period
of December 1962 to June 1964.

The CIA retrieved and reviewed

records located using the search terms "AMSPELL," "Directorio
Revolucionario Estudantil," and "DRE" in an attempt to find
these allegedly "missing" monthly progress reports, if they
existed.

As with the CIA'S previous investigations, the CIA did

not locate the allegedly "missing" monthly progress reports
purportedly filed by Joannides.
VI.

THE ADEQUACY OF THE C I A f S SEARCH

48.

The CIA conducted a search of its relevant record

systems that was reasonably calculated to uncover all records
responsive to Plaintiff's FOIA request.

The CIA's searches for

records responsive to Plaintiff's FOIA request include the
searches originally conducted in 2004 as well as the more recent
searches prompted by the Court of Appeals' decision.

The CIA's

searches for records responsive to Plaintiff's FOIA request
involved both computerized searches of the CIA'S relevant record
systems and manual, page-by-page, reviews of thousands of CIA
documents.
A.

49.

2004 Searches

In September 2004, the CIA tasked the DO, the DCIA,

and the MSO with determining whether their relevant record
systems contained responsive records that the CIA had not
previously disclosed pursuant to the JFK Act.

The MSO search

included the relevant record systems of the following DS

components:

Human Resources, Office of Medical Services, Office

of Training and Education, and Office of Security.
50.

As discussed above, at the time of its 2004 searches,

the CIA applied its GLOMAR response to any document outside the
two acknowledged time periods.
B.

¶

17.

2008 Searches

1.

51.

See supra

Search of NCS, DS&T, and D S Relevant Record
Systems, Including Operational Files

The CIA complied with the Court of Appealsf decision

by searching its operational files for records responsive to
Plaintiff's FOIA request.

In early 2008, the CIA tasked the

NCS, DS&T, and DS to search their relevant record systems,
including their operational files.

None of these components

placed temporal restrictions on their search.

The DS, however,

based its review of documents located during its search upon the
assumption that the CIA'S GLOMAR response covered any document
from outside the two previously acknowledged time periods.
Thus, during its review, the DS did not specifically look for
responsive records that were both outside the two acknowledged
time periods and not covered by the CIA'S GLOMAR response.
NCS and DS&T did not place any restrictions on their review.
The CIA did not locate any responsive NCS or DS&T documents
during these searches.

The CIA'S early 2008 search of DS

records located the same documents as the CIA'S 2004 search.

The

52.

In or around May 2008, the personnel working on this

case discovered that the CIA previously had acknowledged
Joannides as a CIA employee from approximately September 1950 to
12 January 1979.'

This discovery prompted the CIA to reevaluate

its previous searches in this case.

Thereafter, the CIA

concluded it needed to search and review relevant NCS and DS
record systems for responsive documents that were outside the
two acknowledged time periods and not covered by the GLOMAR.
Accordingly, in May 2008, the CIA conducted another search of
the relevant NCS and DS record systems, including the OS
operational files.9

53.

The CIA determined it did not need to conduct

additional searches of NCS or DS&T operational files.

As noted

above, the CIA did not place temporal restrictions on its search
or review of NCS or DS&T operational files.

Without regard to

the timeframes in which the CIA acknowledged Joannides
participation in covert projects, operations, and assignments,
the CIA'S searches of NCS and DS&T operational files did not
locate any responsive documents.
54.

The CIA'S May 2008 search of the relevant NCS and DS

record systems located additional documents responsive to
C I A personnel made this discovery while drafting this declaration and
performing searches in a related F O I A case.
The C I A notes it did not re-search NCS operational files in May 2008. As
explained in Paragraph 53 below, the C I A determined it did not need to research NCS operational files because the NCS did not place temporal
restrictions on its original search or review of its operational files

Plaintiff's FOIA request.

On 6 August 2008, the CIA released to

Plaintiff 293 documents located during this search.
released 29 of these documents in full.

The CIA

The CIA released 264 of

these documents in segregable form with redactions made pursuant
to FOIA exemptions (b)(I), (b)(2), (b)(3), and (b)(6).

The CIA

withheld 293 documents in their entirety pursuant to FOIA
exemptions (b)(l), (b)(2), (b)(3), (b)(5), and (b)(6).

The CIA

issued a GLOMAR response regarding that portion of Plaintiff's
request seeking information about Joannides' participation in
any previously unacknowledged "covert project, operation, or
assignment."

See Exhibit I.

This search of the relevant NCS

and DS record systems filled any gap left by the CIA'S 2004 and
early 2008 searches.

55.

The CIA notes the vast majority of the DIF documents

have absolutely no bearing on Joannides' involvement in JMWAVE
or his service as a CIA representative to the U.S. House of
Representatives Select Committee on Assassinations.

Although

the DIF documents are responsive to Plaintiff's FOIA request in
that they relate to Joannides, these documents do not relate to
Plaintiff's allegation that Joannides was involved in events
that resulted in the assassination of President John F. Kennedy.
Moreover, as noted in the Vaughn Index attached as Exhibit C and
Parts VIII, IX, X, XI, and XI1 below, the CIA withheld these
documents pursuant to valid FOIA exemptions.

The CIA addresses

this issue in an attempt to preemptively defuse any allegation
that the CIA improperly withheld documents substantiating
Plaintiff's theory that Joannides was involved in events that
resulted in the assassination of President John F. Kennedy.
2.

56.

NARA R e c o r d s S e a r c h

In early 2008, the CIA also searched the JFK-related

records that the CIA released to NARA for records responsive to
Plaintiff's FOIA request.

These searches located 113 documents

responsive to Plaintiff's FOIA request.

The CIA released these

documents to Plaintiff on 28 April 2008.
3.

57.

S e a r c h for " M i s s i n g " M o n t h l y P r o g r e s s R e p o r t s

As described in Paragraph 47 above, the CIA conducted

another search of NCS records for the allegedly "missing"
monthly progress reports purportedly filed by Joannides.

The

CIA was unable to locate the allegedly "missing" monthly
progress reports purportedly filed by Joannides.
VII.

THE BASES FOR THE C I A ' S GLOMAR RESPONSE
A.

58.

B a c k g r o u n d on t h e CIA'S GLOMAR R e s p o n s e

In its 22 December 2004 letter to Plaintiff, the CIA

asserted a GLOMAR response to Plaintiff's request for "[alny and
all records reflecting Joannides' participation in, or contacts
with, any covert project or operation."
also Exhibit D at 2,

¶

10.

See Exhibit F at 2; see

Therein, the CIA stated:

"With

respect to that portion of your request seeking records

regarding Mr. Joannides participation in any covert project,
operation, or assignment, unless of course previously
acknowledged, the CIA can neither confirm nor deny the existence
or nonexistence of records responsive to your request."

See
-

Exhibit F at 2.
59.

As noted above, in conjunction with its production of

the JFK-related records pursuant to the JFK Act, the CIA
previously acknowledged Joannides' participation in two specific
covert projects, operations, or assignments:

JM/WAVE or JMWAVE

from 1962 through 1964 and Joannides' service as a CIA
representative to the U.S. House of Representatives Select
Committee on Assassinations from 1978 through 1979.

Joannides

had been undercover during both of these assignments.
60.

The CIA has neither confirmed nor denied Joannides'

participation in any other covert projects, operations, or
assignments.

The fact that the CIA acknowledged that Joannides

worked for the CIA between September 1950 and 12 January 1979
does not, in any way, limit or invalidate the CIA'S GLOMAR
response.

The CIA'S acknowledgment of Joannides as a CIA

employee does not acknowledge Joannides' participation in any
specific covert project, operation, or assignment.

Rather, t

acknowledgement merely reveals that Joannides worked for the
CIA.

The acknowledgement does not provide any details

surrounding what Joannides did for the CIA.

30

As explained below,

the CIA'S confirmation or denial of Joannides' participation in
a covert project, operation, or assignment outside those
previously acknowledged reasonably could be expected to damage
national security by disclosing intelligence activities,
capabilities, s'ources, and methods.
B.

61.

The CIA'S Failure to Assert a GLOMAR R e s ~ o n s eWould
Damaae National Securitv

In a typical response to a FOIA request, the CIA'S

answer, either to provide or not provide records sought, in
effect confirms the existence or non-existence of CIA records.
Typically, this confirmation neither threatens the national
security nor reveals intelligence sources and methods.

The

response focuses on releasing or withholding specific
substantive information and the fact that the CIA possesses or
does not possess records is not itself a classified fact.
However, when the fact that the CIA possesses or does not
possess records is itself classified and reasonably could reveal
intelligence sources, methods, and activities, the CIA cannot
confirm that it possesses such information.

On the other hand,

the CIA also may not deny to the Court or in legal proceedings
that it does not have responsive records when it in fact does.
Thus, the CIA'S only permissible alternative is to neither
confirm nor deny the existence or nonexistence of responsive
records.

Such a "neither confirm nor deny" response is called a

"GLOMAR response."1°

The CIA asserted a GLOMAR response over the

unacknowledged time periods in this case because Joannides'
participation in covert projects, operations, or assignments
during these unacknowledged time periods would itself be
classified.
62.

In order to be credible and effective, the CIA must

use this GLOMAR response consistently in all responses where the
existence or non-existence of records is a classified fact,
including those instances in which the CIA does not hold records
in response to a particular request.

If the CIA were to give a

GLOMAR response only when it possessed responsive records, and
inform requesters when it has no records, the GLOMAR response
would quickly be interpreted as a CIA admission that responsive
records exist.

Such a procedure obviously reveals the very

information the CIA is attempting to protect, provides a
valuable advantage to foreign intelligence services, and
jeopardizes the CIA'S intelligence activities worldwide.
Furthermore, a denial of records also could acknowledge a lack
of CIA interest or capability in gathering intelligence on a
particular request.
63.

Thus, the only means by which the CIA can protect its

intelligence sources, methods, and activities is to routinely
The "GLOMAR" t e r m comes f r o m t h e c a s e P h i l l i p p i v . C I A , 5 4 6 F . 2 d 1 0 0 9 ( D . C .
C i r . 1 9 7 6 ) ' which u p h e l d t h e C I A ' S u s e o f t h e " n e i t h e r c o n f i r m n o r deny"
r e s p o n s e t o a FOIA r e q u e s t f o r r e c o r d s c o n c e r n i n g t h e C I A ' S r e p o r t e d c o n t a c t s
w i t h t h e m e d i a r e g a r d i n g t h e Hughes GLOMAR E x p l o r e r .

issue a GLOMAR response to requesters seeking records on
unacknowledged covert projects, operations, or assignments.
Executive Order 12958, section 3.7(a), expressly provides for a
GLOMAR response:

"An agency may refuse to confirm or deny the

existence or nonexistence of requested records whenever the fact
of their existence or nonexistence is itself classified under
this order or its predece~sor."~'
64.

The CIA is charged with both foreign intelligence and

counterintelligence collection and analysis responsibilities, as
well as with protecting the sources and methods used to carry
out these responsibilities.

Operating abroad, the CIA engages

in activities that, if disclosed or discovered, would constitute
and confirm serious violations of foreign law.

This activity,

however, is critical to the national security and is necessary
to the survival of this nation.

An official confirmation or

denial of the existence or nonexistence of records regarding
covert actions or covert operations--which would be the
unavoidable result of confirming or denying Joannides'
participation in covert projects, operations, or assignments
outside the acknowledged time periods--reasonably could be
expected to damage both U.S. national security and foreign
relations by disclosing the CIA'S intelligence activities,
capabilities, sources, and methods.

Accordingly, this

E x e c . O r d e r No. 1 2 , 9 5 8 § 3 . 6 ( a ) , 6 0 F e d . R e g . 1 9 , 8 2 5 ( A p r . 2 0 ,
r e p r i n t e d a s a m e n d e d i n 5 0 U.S.C. § 4 3 5 n o t e ( S u p p . V 2 0 0 5 ) .

1995),

information is coextensively exempt from disclosure pursuant to
FOIA exemptions (b)(1) and (b)(3).
1.

65.

Intelligence Activities/Capabilities

Intelligence activities lie at the core of the CIA'S

functions.

The United States engages in covert action when the

public acknowledgement of intelligence activities would weaken
their effectiveness or damage the foreign relations of the
United States.

Information regarding a specific covert project,

operation, or assignment reveals both the CIA'S interests and
capabilities.

Foreign intelligence services and others who have

interests opposed to those of the United States can use this
information to thwart CIA activities and attack the United
States.

These parties search constantly for information

regarding the activities of the CIA and are able to gather
information from myriad sources, analyze this information, and
create ways to defeat CIA activities from seemingly disparate
pieces of information.

In this case, the CIA'S confirmation or

denial of Joannidesf participation in a covert project,
operation, or assignment outside the acknowledged time periods
reasonably could be expected to damage national security by
disclosing the targets and purposes of covert action activities
authorized by the President.

66.

Similarly, if the CIA admits it possesses records

regarding the CIA'S participation in a covert action, this

disclosure could reasonably be expected to result in damage to
the United States' foreign relations with those countries in
which the covert actions occurred.

The fact that the covert

action may have occurred thirty or more years ago is of no
import.

In those nations where the CIA operated without the

host nation's permission, the CIA's admission would reveal the
CIA's ability to operate in that nation without the host's
knowledge or permission.

In those nations where the CIA

operated with the host nation's permission, the CIA's public
admission of its covert action in that nation can endanger the
nation's leaders in power during the covert action as well as
the nation's current leaders.

Whether the C I A r s disclosure of

records shows it engaged in covert action with or without the
host nation's permission, such a disclosure reasonably could be
expected to prompt the foreign government to restrict current or
future operations in those nations.

67.

Likewise, if the CIA denies it possesses records

regarding Joannidesr participation in covert action, the CIA
essentially admits it did not conduct covert action in
Joannidesr theater of operation.

As a result of this implicit

admission, any nation in Joannidesr theater of operation would
learn the United States was incapable of pursuing covert action
in their country or that the nation was successful at either
defeating or deterring CIA covert action in their country.

The

CIA'S admission that it did not conduct covert action in a
particular nation can, itself, damage the national security by
evidencing the CIA'S inability to pursue covert action in that
nation.

Such an admission could reveal potentially safe havens

in which the United States' adversaries can operate.

Such an

admission could also instruct other nations how to conceal
future activities which might be expected to attract covert
action by the CIA.

Although Plaintiff's FOIA request focuses on

events from the 1960s and 1970s, the methods of defeating or
deterring covert action in the 1960s and 1970s can still be
instructive to the United States' current enemies.
2.

68.

Intelligence Sources

The primary mission of the CIA is to gather

intelligence from around the world that can be used by the
President and other government officials in making important
national security decisions.

To do this, the CIA must often

depend upon information that only can be gathered from
knowledgeable clandestine human intelligence sources under an
arrangement of absolute, lasting secrecy.

Intelligence sources

include individuals, members of foreign intelligence and
security services, and foreign government officials.

In

fulfilling its responsibilities, the CIA utilizes both U.S.
citizens and foreign nationals to collect intelligence directly;
identify or provide access to others who may have intelligence

information; and support the C T A r s intelligence-collection and
covert activities.

A FOIA response that confirmed or denied

Joannides' participation in a particular covert project,
operation, or activity, could potentially expose the
intelligence sources involved in those particular operations.

69.

Intelligence sources can be expected to furnish

information to, and cooperate with, the CIA only when they are
confident the CIA can and will do everything in its power to
prevent the public disclosure of their cooperation and that
their cooperation will forever remain secret.

In the case of a

foreign national abroad who has cooperated with the CIA in a
covert activity, official confirmation of that cooperation could
cause the target government to take retaliatory action against
that person, or, if he is no longer alive, against his surviving
family and friends.

Even more importantly, it places in

realistic jeopardy every individual with whom the foreign
national has had contact.

Thus, indiscretion with regard to a

single source in the chain of intelligence sources can ravage an
entire spectrum of sources.

The damage occasioned by the

disclosure of a single source can be incalculable.
70.

The CIA'S promise of absolute, lasting secrecy extends

both to the existence of the source's relationship with the CIA
and to the kind of information or type of operational assistance
the source supplies.

The CIA could breach this confidentiality

and identify sources if it acknowledged Joannides' participation
in covert projects, operations, or assignments outside the
acknowledged time periods.

Such a breach reasonably could be

expected to negatively impact the CIA'S relationship with
present and potential sources throughout the world.

These

sources reasonably could be expected to conclude the CIA is
unable to protect the confidentiality surrounding their
affiliation with the CIA.

Furthermore, they may conclude that

cooperation with the United States entails the risk that, at
some unknown later date, the United States will make an official
acknowledgment of covert activity in that country and, thus,
jeopardize their career, family, or even life.

Therefore, to

betray such confidentiality would seriously damage this nation's
ability to retain present sources and recruit new sources.
3.

71.

Intelligence Methods

Intelligence methods are the means by which the CIA

accomplishes its objectives.

Intelligence methods include the

basic business practices and methodological "tools" used by the
CIA to accomplish its mission.

Significantly, the term

"intelligence methods" is not limited to sophisticated
techniques and electronic devices.

Rather, "intelligence

methods" also include, among other things, innocuous appearing
facts such as where the CIA operates or has operated, the
different types of "cover" used by CIA employees, and how long

.

the CIA operated in a particular area of the wprld.

Knowledge

of, or insights into, these methods would be of invaluable
assistance to those who wish to detect, penetrate, counter, or
evaluate CIA activities in ways inimical to U.S. security.
72.

The CIA must protect its intelligence methods from

disclosure in every situation where a certain intelligence
interest, capability, or technique is unknown to those groups
that could take countermeasures to nullify its effectiveness.
Once the nature of an intelligence method or the fact of its use
in a certain situation is discovered, its usefulness in that
situation is neutralized and the CIA'S ability to apply that
method in other situations is significantly degraded.

In fact,

detailed knowledge of each intelligence method must be protected
from disclosure because such knowledge would be of material
assistance to those who seek to detect, prevent, or damage U.S.
intelligence operations.

Moreover, once an intelligence method

or its use is discovered, the method may eventually be used
against the CIA.
73.

A FOIA response that confirmed or denied Joannides'

participation in a particular covert project reasonably could be
expected to expose the intelligence methods that Joannides used
during those operations.

VIII .

FOIA EXEMPTION (b)(1)

74.

FOIA exemption (b)(1) provides that FOIA does not

require disclosure of information that is:

"(A) specifically

authorized under criteria established by an Executive order to
be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified pursuant to such
Executive order. "I2
75.

The authority to classify information is derived from

a succession of Executive orders, the most recent of which is
Executive Order 12958, as amended.

Personnel from the CIA'S IRO

Offices reviewed the documents responsive to Plaintiff's FOIA
requests under the criteria established by Executive Order
12958, as amended, and have described the information contained
therein to me.

I have determined the information withheld from

the RIP and DIF documents pursuant to FOIA exemption (b)(I), as
indicated in the Vaughn Index attached as Exhibit C, is in fact
properly classified.
76.

Section 6.l(h) of Executive Order 12958, as amended,

defines "classified national security information" or
"classified information" as "information that has been
determined pursuant to this order or any predecessor order to
require protection against unauthorized disclosure and is marked

5 U.S.C. 5 5 5 2 ( b ) (1) ( 2 0 0 0 ) .

.

to indicate its classified status when in documentary form."13
Section 6.l(y) of Executive Order 12958, as amended, defines
"national security" as the "national defense or foreign
relations of the United States."14

Section 1.2 (a) of Executive

Order 12958, as amended, establishes three levels of
classification for national security information.

Information

shall be classified TOP SECRET if its unauthorized disclosure
reasonably could be expected to result in e x t r e m e l y g r a v e damage
to the national security; SECRET if its unauthorized disclosure
reasonably could be expected to result in s e r i o u s damage to the
national security; and CONFIDENTIAL if its unauthorized
disclosure reasonably could be expected to result in damage to
the national security.

77.

Section l.l(a) of Executive Order 12958, as amended,

provides information may be originally classified under the
terms of this Executive Order only if all of the following
conditions are met:
(1) an original classification
authority is classifying the information;

(2) the information is owned by,
produced by or for, or is under the control
of the United States Government;
(3) the information falls within one
or more of the categories of information
listed in Section 1.4 of this order; and
E x e c . O r d e r No. 1 2 , 9 5 8 , 6 0 F e d . Reg. 1 9 , 8 2 5 ( A p r . 2 0 ,
amended i n 5 0 U . S . C . § 435 n o t e ( S u p p . V 2 0 0 5 ) .
l4 I d .

l3

1995), reprinted as

(4) the original classification
authority determines that the unauthorized
disclosure of the information reasonably
could be expected to result in damage to the
national security, which includes defense
against transnational terrorism, and the
original classification authority is able to
identify or describe the damage.15
Oriainal Classification Authoritv

78.

Section 1.3 (a) of Executive Order 12958, as amended,

provides the authority to classify information originally may be
exercised only by the President and, in the performance of
executive duties, the Vice President; agency heads and officials
designated by the President in the Federal Register; and U.S.
Government officials delegated this authority pursuant to
section 1.3(c) of Executive Order 12958, as amended.l6

Section

1.3(c)(2) provides TOP SECRET original classification authority
may be delegated only by the President; in the performance of
executive duties, the Vice President; or an agency head or
official designated pursuant to section 1.3(a)(2) of Executive
Order 12958, as amended.17
79.

In accordance with section 1.3 (a)(2), the President

designated the Director of the CIA as an official who may
classify information originally as TOP SECRET.

Under the

Id.
See
id.
-l7 See id.
- Presidential Order of April 21, 2005, Designation under Executive Order
See
12958, 70 Fed. Reg. 21,609 (Apr. 26, 2005), reprinted in 50 U.S.C. 5 435 note
l5

l6

-

-

-

authority of section 1.3 (c)(2), the Director of the CIA
delegated original TOP SECRET classification authority to me.
Section 1.3(b) of the Executive Order provides original TOP
SECRET classification authority includes the authority to
classify information originally as SECRET and CONFIDENTIAL.19
Regarding the RIP and DIF documents from which the CIA withheld
exempt information pursuant to FOIA exemption (b)(1), as
indicated in the Vaughn Index attached as Exhibit C, I, as an
original classification authority, determined they contain
information that is currently and properly classified T 3 P
SECRET, SECRET, and CONFIDENTIAL.
B.

80.

U.S.

Government I n f o r m a t i o n

Information may be originally classified only if the

information is owned by, produced by or for, or is under the
control of the U.S. Government.

The RIP and DIF documents from

which the CIA withheld information pursuant to FOIA exemption
(b)(l), as indicated in the Vaughn Index attached as Exhibit C,
are owned by the U.S. Government, produced by the U.S.
Government, and under the control of the U.S. Government.

(Supp. V 2005). Similarly, the Presidential Order of 13 October 1995
designates the Director of the CIA as an official authorized to classify
information originally as TOP SECRET. See Presidential Order of Oct. 13,
1995, 60 Fed. Reg. 53,845 (Oct. 17, 1995), reprinted in 50 U.S.C. 5 435 note
(2000).
l 9 Exec. Order No. 12,958, 60 Fed. Reg. 19,825 (Apr. 20, 19951, reprinted as
amended in 50 U.S.C. § 435 note (Supp. V 2005).

C a t e g o r i e s of I n f o r m a t i o n L i s t e d i n S e c t i o n 1 . 4 of
E x e c u t i v e O r d e r 12958

C.

81.

Executive Order 12958, as amended, addresses

classification of information relating to intelligence and
national security.

Section 1.4 provides information shall be

classified only when it includes, among other things,
information concerning "intelligence activities (including
special activities), intelligence sources or methods, or
cryptology."

The RIP and DIF documents from which the CIA

withheld information pursuant to FOIA exemption (b)(l), as
indicated in the Vaughn Index attached as Exhibit C, I contain
information concerning the CIA'S intelligence activities,
sources, and/or methods.
D.

Damage t o the N a t i o n a l S e c u r i t y

82.

Disclosure of the CONFIDENTIAL information withheld

from the RIP and DIF documents pursuant to FOIA exemption
(b)(l), as indicated in the Vaughn Index attached as Exhibit C,
reasonably could be expected to cause damage to the national
security.

Disclosure of the SECRET information withheld from

the RIP and DIF documents pursuant to FOIA exemption (b)(l), as
indicated in the Vaughn Index attached as Exhibit C, reasonably
could be expected to cause serious damage to the national
security.

Disclosure of the TOP SECRET information withheld

from the RIP and DIF documents pursuant to FOIA exemption

i

(b)(l), as indicated in the Vaughn Index attached as Exhibit C,
reasonably could be expected to cause extremely grave damage to
the national security.

I further describe this classified

information and its relation to intelligence activities,
sources, and methods in Paragraphs 86 through 95 below.
E.

83.

Proper Purpose

Regarding the RIP and DIF documents from which the CIA

withheld information pursuant to FOIA exemption (b)(1), as
indicated in the Vaughn Index attached as Exhibit C, there is no
reason to believe that any information has been classified in
order to conceal violations of law; inefficiency or
administrative error; prevent embarrassment to a person,
organization or agency; restrain competition; or prevent or
delay the release of information that does not require
protection in the interests of national security.
F.

84.

Marking

Regarding the RIP and DIF documents from which the CIA

withheld information pursuant to FOIA exemption (b)(1), as
indicated in the Vaughn Index attached as Exhibit C, I
determined that, with the exception of documents 104-1033010123, 2 0 0000051 (dated 6/14/1960),

''

0000084 (dated 3/4/1960)

JFK document number 104-10330-10123 is unmarked when it should be marked
CONFIDENTIAL.
Pursuant to F O I A exemptions (b)(1) and (b)(3), the C I A
redacted a C I A cryptonym from page twelve of this document.
Document number 0000051 is unmarked when it should be marked S E C R E T .
Pursuant to F O I A exemptions (b)(l) and (b)(3), the C I A withheld, among other

+

and 0000085 (dated 5/5/1959)23, each of these documents bears on
its face one of the three classification levels defined in
section 1.2 of Executive Order 12958, as amended.
G.

85.

Proper Classification

The RIP and DIF documents from which the CIA withheld

information pursuant to FOIA exemption (b)(l), as indicated in
the Vaughn Index attached as Exhibit C, are currently and
properly classified in accordance with the substantive and
procedural requirements of Executive Order 12958, as amended.
H.

86.

Classified Documents at Issue in this Case

The exempt (b)(1) information withheld from the RIP

and DIF documents identified in the Vauahn Index attached as
Exhibit C includes, among other things:
the true names of covert CIA employees;
the names of clandestine human
intelligence sources and other information
(including home addresses and telephone
numbers) that foreign intelligence
services could use to identify clandestine
human intelligence sources;
CIA cryptonyms;

things, the location of a covert C I A installation and internal C I A
organizational information from this document.
2 2 Document number 0000084 is unmarked when it should be marked S E C R E T .
Pursuant to F O I A exemptions ( b ) ( l ) and (b)(3), the C I A withheld, among other
things, the location of a covert C I A installation and internal C I A
organizational information from this document.
2 3 Document number 0000085 is unmarked when it should be marked S E C R E T .
Pursuant to F O I A exemptions (b)(l) and (b)(3), the C I A withheld, among other
things, the location of a covert C I A installation and internal C I A
organizational information from this document.

specific countries in which the CIA
operated;
specific countries which the CIA targeted
for intelligence collection activities and
covert action;
the years in which the CIA operated in
certain countries;
cities and countries in which the CIA
maintained covert CIA installations;
information regarding specific covert CIA
activities; and,
information regarding specific CIA
intelligence methods, including cover
mechanisms that Joannides used.
87.

Disclosure of the information withheld from the RIP

and DIF documents listed in the Vaughn Index attached as Exhibit
C would reveal classified information regarding the CIA's
intelligence activities, sources, and methods.

Such disclosures

would provide the United States' adversaries with keen insights
into the CIA's intelligence activities, sources, and methods and
reasonably could be expected to cause damage, serious damage,
and, in some cases, extremely grave damage, to the national
security.
88.

For example, the CIA withheld the locations of covert

CIA locations from document numbers 104-10065-10136, 104-1012710030, 0000053, 0000077, 0000079, and 0000084.

The disclosure

of the SECRET information withheld from these documents would

L

damage the national security by providing foreign intelligence
services with specific information about the CIA'S activities,
sources, and methods.

The disclosure of this information also

reasonably could be expected to damage U.S. foreign policy by
revealing the countries in which the CIA operated or targeted
for intelligence activities.
89.

Similarly, document numbers 104-10065-10289, 104-

10127-10252, and 104-10145-10374 contain the names of CIA
employees and clandestine human intelligence sources.

The

disclosure of this SECRET information reasonably could be
expected to jeopardize the safety and welfare of these
individuals and their families and associates.
90.

Document numbers 00000307, 00000390, 104-10145-10332,

104-10065-10078, 104-10065-10328, and 104-10145-10411 contain
classified information regarding the CIA'S intelligence methods.
The disclosure of the classified information in these documents
would reveal details surrounding classified, clandestine
intelligence methods that Joannidesr used and certain years in
which the CIA operated in Mexico City, Mexico.
91.

The CIA withheld the names of covert CIA employees

from JFK document number 104-10150-10021.

The disclosure of

this SECRET information would provide foreign intelligence
services with valuable information that they could use to
uncover CIA activities, sources, methods.

If foreign

a

intelligence services knew the identity of the CIA'S covert
officers, these intelligence services reasonably could identify
the officer's activities, sources, and methods.
92.

The CIA withheld SECRET information from JFK document

number 104-10304-10000 regarding the number of CIA case officers
who worked with Joannides at the CIA's JMWAVE Station.

The

disclosure of this information would provide foreign
intelligence services with keen insights into the station's
capabilities and the CIA's intelligence methods.
93.

The CIA withheld the name of a clandestine human

intelligence source from JFK document number 104-10332-10022.
The identity of the clandestine human intelligence source is
classified SECRET.

The disclosure of this information would

obviously provide foreign intelligence services with valuable
insights into the CIA's activities, sources, and methods.
Moreover, the disclosure of the source's identity also could
endanger the source and his or her family and associates.
Significantly, the possibility of reprisals against the source's
family and associates exists even if the source is deceased.
94.

The CIA withheld classified information regarding a

CIA clandestine human intelligence source and CIA cryptonyms
from document numbers 104-10330-10123 and 104-10170-10002.

The

disclosure of the CONFIDENTIAL information in document number
104-10330-10123 and the SECRET information in document number

104-10170-10002 reasonably could be expected to damage the
national security by assisting foreign intelligence services
identify both the CIA'S intelligence methods and clandestine
human intelligence sources.

Significantly, although the ARRB

marked document number 104-10330-10123 as UNCLASSIFIED, the
handwritten cryptonym redacted from page thirteen of this
document is properly classified CONFIDENTIAL.
95.

The (b)(l) information withheld from the RIP and DIF

documents identified in the Vaughn Index attached as Exhibit C
is also protected from disclosure under FOIA exemption (b)(3).
IX.

FOIA EXEMPTION (b)(2)

96.

FOIA exemption (b)(2) provides FOIA' s information-

release requirements do not apply to matters "related solely to
the internal personnel rules and practices of an agen~y."'~ FOIA
exemption (b)(2) encompasses two distinct categories of
information:

a) internal information of a less significant

nature, such as administrative routing notations and agency
rules and practices, sometimes referred to as "low (b)(2)"
information; and b) more substantial internal information, the
disclosure of which would risk circumvention of a legal
requirement, sometimes referred to as "high (b)(2)" information.

4'

5 U.S.C.

5 552 (b)(2) (2000)

A.

High (b)(2) Information

97. As noted in the Vaughn Index filed with the Dorn
Declaration (Exhibit B), the CIA properly invoked FOIA exemption
(b)(2) to withhold high (b)(2) information contained in the
following nine documents:
Document Number
1153614
11153616

1

Document Date
9/10/63
undated

1

All of the foregoing documents reveal the C I A r s internal
personnel rules, regulations, and practices.

The release of the

withheld information contained in these documents reasonably
could be expected to result in the circumvention of these
internal rules, regulations, and practices.
98.

For example, document number 1153614 is a processing

sheet which references one of the CIA'S security practices.

The
release of the information withheld from this document would
partially reveal how the CIA approaches security issues and
thereby assist a hostile intelligence service or foreign
operative circumvent the C I A r s security safeguards.2 5
The information withheld from document number 1153614 under FOIA exemption
(b)(2) is also protected from disclosure under FOIA exemption (b)(l). The
Court of Appeals specifically upheld the CIA'S assertions of FOIA exemption
(b)(1) and (b) (3) in the Dorn Declaration and accompanying Vaughn Index. See
25

-I

I

99.

Similarly, document number 1153617 is a security

approval form for Joannides' employment with the CIA.

This

document references a certain type of employment contract with
the CIA and a CIA internal regulation number.26

If the CIA

released the information withheld from this document, this
information would provide foreign intelligence agencies with,
among other things, insights into the security clearances of the
CIA'S contract employees.
100.

The withheld portions of document number 1153619

reveal the CIA's internal personnel rules and practices
regarding overseas travel briefings.

If released in its un-

redacted form, this document would reveal the substance of the
CIA'S pre-travel security briefings. 27
101.

Document numbers 1153616; 1153620; 1153628; 1214746;

1199978, dated 4/28/78; and 1199978, dated 5/12/78 contain
information gathered during the CIA's security background

Morley, 508 F. 3d at 1126, 1124 (holding "Morley's challenge to the CIA'S
reliance on [FOIA] Exemption 1 fails" and that Plaintiff failed to show
summary judgment on FOIA exemption (b)(3) was inappropriate). Accordingly,
the CIA relies upon its previous assertions of FOIA exemptions (b)(l) and
(b)(3) and specifically incorporates by reference into this declaration the
discussion of FOIA exemptions (b)(l)and (b)(3) contained in the Dorn
See Exhibit A ¶ ¶ 46Declaration and Vaughn Index filed on 26 October 2005. 48, 52-80.
26 The information withheld from document number 1153617 under FOIA exemption
(b)(2) is also protected from disclosure under FOIA exemptions ( b ) ( l )and
(b)(3). See id.
" The information withheld from document number 1153619 under FOIA exemption
(b)(2) is also protected from disclosure under FOIA exemptions (b)(l) and
(b)(3). See id.

investigations of Joannides."

These documents contain protected

information describing the investigative techniques used by the
CIA'S Office of Security.

If the CIA released the information

withheld from these documents, individuals attempting to
infiltrate the CIA would have valuable insight into how the CIA
conducts its security background investigations.

The release of

the information withheld from these documents also could aid
individuals who are either under investigation by the CIA'S
Office of Security or who wish to avoid investigation by the
CIA'S Office of Security by revealing the CIA'S investigative
techniques and procedures.
102.

Similarly, as noted in the Vaughn Index attached as

Exhibit C, many of the 6 August 2008 DIF documents contain
exempt high (b)(2) information related to internal CIA security
policies and procedures.

For example, DIF documents 0000392,

0000397, 0000531, and 0000539 contain information regarding
Joannides' security background investigations and clearances.
Disclosure of the exempt information in these and other 6 August
2008 DIF documents specifically identified in Exhibit C would
provide foreign intelligence services with keen insights on how
to circumvent the CIA'S security policies and procedures.

This

information would be especially helpful to a foreign agent
The information withheld from document numbers 1153616, 1153620, 1153628,
1214746, 1199978, dated 4/28/78 and 1199978, dated 5/12/78 under F O I A
exemption (b)(2) is also protected from disclosure under F O I A exem~tions
(b)(1) and/or (b)(3). See id.

28

trying to infiltrate the CIA.

Disclosure of this information

would also damage national security by providing foreign
intelligence services with information regarding specific
criteria the CIA considers in conjunction with granting security
clearances.
103.

Significantly, disclosure of the high (b)(2)

information contained in the RIP and DIF documents listed in
Exhibits B and C also could risk circumvention of CIA security
policies and procedures through a "mosaic" approach.
Information that may seem innocuous on its face can nonetheless
be combined with similar information and used to circumvent CIA
security procedures.

Information withheld from disclosure in

the RIP and DIF documents could, when combined with other
information that has been released to the public, provide
foreign intelligence services with specific insights into the
CIA'S security procedures and, thus, help these hostile services
circumvent these procedures.
B.

Low (b)(2) I n f o r m a t i o n

104.

In addition the foregoing, the CIA invoked FOIA

exemption (b)(2) to withhold low (b)(2) information contained in
the NARA RIP documents and the 6 August 2008 RIP and DIF
documents.

The information withheld from these documents under

the low (b)(2) exemption is internal information; is not of any
genuine public interest; and does not purport to regulate the

public's activities or set standards CIA personnel must follow
when deciding whether to proceed against or take action
affecting members of the public.
105.

As detailed in the Vaughn Index attached as Exhibit

C, the information withheld under the low (b)(2) exemption
includes, among other things:

a) internal employee rating

criteria; b) CIA fax and telephone numbers, including classified
fax and telephone numbers; c) information regarding CIA
employees' employment dates; d) biographical information related
to CIA employees; e) the names and descriptions of internal CIA
documents and files; f) internal CIA file numbers;
g) administrative codes; (h) job, box, and folder numbers; and
i) internal organizational abbreviations.
X.

FOIAEXEMPTION ( b ) ( 3 )

106.

The NARA RIP documents and the 6 August 2008 RIP and

DIF documents contain information disclosing CIA intelligence
sources, intelligence methods, organization, functions, employee
names, official titles, and personnel strength.

This

information is exempt from disclosure under FOIA exemption
(b)(3). FOIA exemption (b)(3) provides FOIA does not apply to
matters that are:
specifically exempted from disclosure by
statute (other than section 552b of this
title) provided that such statute (A)
requires that the matters be withheld from
the public in such a manner as to leave no

discretion on the issue, or (B) establishes
particular criteria for withholding or
refers to particular types of matters to be
withheld. 2 9
I determined the National Security Act, 50 U.S.C.

§

403-1, as

amended, and the Central Intelligence Agency Act of 1949 ("CIA
Act"), 50 U.S.C.

§

403g, as amended, are the withholding

statutes applicable to this case.
1.

National Security Act of 1947

107.. Section 102A(i)(l) of the National Security Act, as
amended, requires the protection of intelligence sources and
methods.

Disclosure of exempt information withheld from the

NARA RIP and the 6 August RIP and DIF documents would reveal
intelligence sources and methods.

Accordingly, the CIA relies

on the National Security Act to withhold any information that
would reveal intelligence sources and methods.
108.

In contrast to Executive Order 12958, as amended, the

National Security Act's statutory requirement to protect
intelligence methods does not require the CIA to identify or
describe the damage to national security that reasonably could
be expected to result from their unauthorized disclosure.
2.

109.

Central Intelligence Agency Act of 1949

Section 6 of the CIA Act, as amended, provides:
In the interests of the security of the
foreign intelligence activities of the

29

5 U.S.C.

§

552(b) (3) (2000).

United States and in order to further
implement section 403-l(i) of this title
that the Director of National Intelligence
shall be responsible for protecting
intelligence sources and methods from
unauthorized disclosure, the . . . [CIA]
shall be exempted from . . . the provisions
of any other law which require the
publication or disclosure of the
organization, functions, names, official
titles, salaries, or numbers of personnel
employed by the Agency.
As the CIA'S primary function is to collect intelligence through
human sources and by other appropriate methods, section 6 of the
CIA Act authorizes the CIA to withhold intelligence sources and
methods that are related to the CIA'S core function.

Moreover,

CIA employees' names and personal identifiers (for example,
employee signatures, employee identification numbers, or
initials), titles, file numbers, and internal organizational
information are specifically and absolutely protected from
disclosure by the CIA Act.
110.

In contrast to Executive Order 12958, as amended, the

CIA Act's statutory requirement to further protect intelligence
sources and methods by protecting CIA organization and functions
does not require the CIA to identify or describe the damage to
national security that reasonably could be expected to result
from their unauthorized disclosure.
requires no showing of harm.

Stated simply, section 6

111.

The CIA properly withheld exempt information and

documents from release under FOIA exemption (b)(3) where
disclosure would reveal CIA sources, methods, organization,
functions, employee names, and the number of personnel employed
by the CIA.

For example, the following is a partial list of

exempt information that the CIA withheld from the RIP and DIF
documents listed in the Vaughn Index attached as Exhibit c:~'
the names of CIA employees, including
covert employees;
information regarding CIA clandestine
human intelligence sources, including
names and addresses;
information regarding CIA intelligence
methods, including information on the
CIA'S cover mechanisms and specific years
in which the CIA operated in Mexico City,
Mexico;
information regarding covert CIA
installations, including the names and
locations of these covert installations;
information identifying the countries in
which the CIA operated or targeted for
intelligence activities;
information regarding specific CIA covert
activities;
signatures of CIA employees;
CIA employee identification numbers;

3 0 The CIA respectfully refers the Court to the Vaughn Index attached as
Exhibit C for a specific accounting of the information withheld from each
document.

CIA fax and telephone numbers, including
classified fax and telephone numbers;
the name of the an internal CIA electronic
message repository;
cryptonyms;
internal CIA organizational information,
including the name and designation of
certain files, the C I A f s internal employee
rating criteria, and CIA employee
promotion grades and titles; and,
payroll information for CIA employees,
including salaries.
Section 6 of the CIA Act and, thus, FOIA exemption (b)( 3 ) ,
unambiguously protect this information from disclosure.
XI.

FOIA EXEMPTION (b)(5)

112.

FOIA Exemption (b)(5) provides FOIA' s information-

release requirements do not apply to matters that are interagency or intra-agency memoranda or letters which would not be
available by law to a private party in litigation with the CIA. 3 1
This exemption covers information and documents that are:
a) protected by the attorney-client privilege; b) protected by
the work product doctrine; or c) pre-decisional and reflect an
agency's deliberative process.
113.

FOIA exemption (b)(5) incorporates the civil

discovery concept that information or documents of predecisional, deliberative process are exempt from disclosure.
The deliberative process privilege protects the internal
31

Id.

§

5 5 2 (b)(5).

deliberations of the government by exempting from release those
recommendations, analyses, and discussions--both factual and
legal--prepared to inform or in anticipation of decision-making.
The integrity of the government's deliberative process--not just
the documents themselves--is protected by this privilege.
114.

This privilege is designed to protect and encourage

open and candid policy discussions between subordinates and
superiors.

It also protects the ability of decision-makers to

receive confidential advice and counsel, and allows agencies to
explore alternative avenues of action and engage in internal
debates without fear of public scrutiny.
115.

Agency pre-decisional debates would be stifled or

"chilled" if the agency's pre-decisional policy analysis or
deliberations were subject to public release.

Indeed,

participants would hesitate to voice opinions or points of view
that may, at first blush, appear radical or "outside the box,"
or that could be subject to misinterpretation.

Consequently, if

the deliberative process was unprotected, participants would
likely refrain from providing the unvarnished truth in their
analyses to policy-makers.
116.

As noted in the Vaughn Index filed with the Dorn

Declaration (Exhibit B), the CIA invoked FOIA exemption (b)(5)
to withhold information protected by the deliberative process
privilege from two documents--document numbers 1153628 and

1199978, dated 4/28/78.

Document number 1153628 is a

confidential request for recommendations regarding Joannides'
security clearance.

This document contains handwritten notes

regarding Joannides' familial background and his suitability for
a security clearance.

These handwritten notes are both pre-

decisional and deliberative in nature. 3 2

Similarly, document

number 1199978, dated 4/28/78 is an internal processing sheet
regarding Joannides' security background investigation.

This

document contains recommendations concerning the waiver of
certain reinvestigation methods and practices.

These

recommendations relate to a subsequent decision to maintain
Joannides' security clearance.

These recommendations are pre-

decisional and deliberative in nature and, thus, protected by
the deliberative process privilege. 3 3
117.

The CIA did not withhold either of these documents in

its entirety based upon FOIA exemption (b)(5). Rather, the CIA
carefully reviewed each page of every document and released all
reasonably segregable information.
118.

See

Exhibit B at 26, 61.

As noted in the Vaughn Index attached as Exhibit C,

the CIA also asserted FOIA exemption (b)(5) to withhold exempt
information from several of the 6 August 2008 DIF documents.
The information withheld from document number 1153628 under F O I A exemption
(b)(5) is also protected from disclosure under F O I A exemption (b)(3). See
Exhibit A ¶ ¶ 52-80.
33 The information withheld from document number 1199978, dated 4/28/78 under
F O I A exemption (b)(5) is also protected from disclosure under F O I A exemption
(b)( 3 ) . See id.
3'

I

For example, documents 0000320, 0000324, 0000400, 0000401, and
0000407 contain recommendations to decision makers regarding
Joannides' employment and suitability as a CIA employee.

The

pre-decisional privilege and, thus, FOIA exemption (b)(5),
exempt this information from disclosure.
XII.

FOIA EXEMPTION (b) (6)

119.

FOIA exemption (b)(6) provides FOIA' s information-

release requirements do not apply to "personnel and medical
files and similar files, the disclosure of which would
cons'titute a clearly unwarranted invasion of personal privacy."34
FOIA1s protection of personal privacy is not affected by the
type of record in which the agency stores the information.
120.

As noted in the Vaughn Index filed with the Dorn

Declaration (Exhibit B), the CIA invoked FOIA exemption (b)(6)
to withhold exempt information contained in the following
thirty-two documents:

I

Document Number

1153593
1153616

-

34

5 U.S.C.

§

552(b) (6) (2000).

I

Document Date

)12/21/64
1 Undated

1

Document Number
1199978

Document Date
1/17/63

1161479
1161492

5/18/64
Undated

As noted below and in the Vaughn Index attached as Exhibit C,
the CIA also asserted FOIA exemption (b)(6) to withhold exempt
information contained in many of the NARA RIP documents and 6
August 2008 RIP and DIF documents.
121.

The CIA withheld exempt (b)(6) information from the

documents in this case on the grounds that:

a) the withheld

information qualifies as "personnel," "medical" or "similar"
files; b) the individuals identified in these documents have a
privacy interest in the withheld information; c) the public does
not have an interest in the disclosure of the withheld
information; and d) disclosure of the individuals' information

would constitute a clearly unwarranted invasion of the
individuals' personal privacy.
A.
122.

"Personnel." "Medical" or "Similar" Files

The exempt (b)(6) information withheld from the

documents in this case identifies the names of, and/or
identifying information about, Joannides and his family, coworkers, and friends.
123.

For example, document number 1153593 contains

withheld biographical information regarding Joannides' mother
and her travel plans. 3 5
124.

Similarly, the CIA withheld the following information

from document number 1153616:
Joannides' social security number;
the names, dates of birth, places of
birth, and addresses for Joannides'
children;
the name, relationship, home address, and
home telephone number for Joannides'
emergency contact;
the names, addresses, and/or telephone
numbers for Joannides' supervisors,
references, and a close relative;36
biographical information regarding
Joannides' wife, Violet J. Joannides.3 7
The information withheld from document number 1153593 under F O I A exemption
(b)(6) is also protected from disclosure under F O I A exemption (b)(3). See
Exhibit A
52-80. The redacted biographical and travel information related
to Joannides' mother is intricately intertwined with operational information
exempt from disclosure under F O I A exemption ( b ) ( 3 ) and cannot be disclosed.
36 The names of the C I A employees identified in document number 1153616 are
also protected from disclosure under F O I A exemption (b)(3). See id.
35

125.

Document numbers 1153617, 1153619, 1153625, 1153626,

1214746, 1162109, 1153627, 1153568, and 1216325 contain the
names and/or signatures of CIA employees. 3 8
126.

Document numbers 1153620, 1153622, and 1153624

contain the signatures of CIA employees and information
concerning Joannides' family, including Mrs. Joannides' maiden
name. 3 9

Similarly, document number 1153623 contains withheld

biographical information regarding Joannides' daughter and her
attendance at school.
127.

The CIA withheld Joannides' social security number

and Mrs. Joannides' maiden name from document numbers 1169862,
1169863, and 1153629.

Document numbers 1161511, 1199978, dated

1/17/63, and 1199978, dated 1/24/63 contain withheld personal
information regarding Joannides and the names and signatures of
CIA employees.4 0

In addition to document number 1153616, the C I A asserted F O I A exemption
(b)(6) to redact biographical information related to Joannides' wife in
document numbers 1153622, 1153623, 1153624, 1169862, 1169863, 1153629,
1153536, 1161499, 1161503, and 1153582. As explained in Part X I V below, the
C I A recently learned Mrs. Joannides is deceased and, therefore, now releases
previously redacted information regarding Mrs. Joannides from the
aforementioned documents.
38 The names and signatures of the C I A employees identified in document
numbers 1153617, 1153619, 1153625, 1153626, 1214746, 1162109, 1153627,
1153568 and 1216325 are also protected from disclosure under F O I A exemption
(b)(3). See id.
3 9 The names and signatures of the C I A employees identified in document number
1153620, 1153622, and 1153624 are also protected from disclosure under F O I A
exemption (b)(3). See id.
4 3 The information withheld from document numbers 1199978, date 1/17/63 and
1199978, dated 1/24/63 under F O I A exemption (b)(6) is also protected from
disclosure under E O I A exemption (b)(3). See id. The signature of the C I A
employee identified in document number 1161511 is also protected from
disclosure under F O I A exemption (b)(3). See id.
37

128.

Document number 1214747 contains withheld

bi-ographical information regarding Joannides' friends, coworkers, and supervisors.

The friends, co-workers, and

supervisors identified in this document were all CIA employees.4 1
129.

Document numbers 1161478 and 1161479 are copies of

Joannides' Form W-4 (federal income tax withholding for
Joannides) for 1964.

These documents contain personal

information regarding Joannides' claimed deductions and home
address and are, thus, protected from disclosure under FOIA
exemption (b)(6).4 2
130.

Document number 1153254 contains withheld personal

and biographical information regarding Joannides' retirement,
including annuity and tax information, and the signature of a
CIA employee. 4 3

Document numbers 1161492 and 1161493 contain

Joannides' personal financial information, including the name of
Joannides' bank.
131.

Document number 1153628 contains withheld handwritten

notes regarding Joannides' parents and uncles, including their
place of birth and U.S. citizenship.

-

d l The biographical information regarding the C I A employees identified in
document number 1214747 is also protected from disclosure under F O I A
exemption (b)(3). See id.
4 2 The C I A withheld, among other things, Joannides' signature from document
numbers 1161478 and 1161479 under F O I A exemption (b)(6). This information is
also protected from disclosure under F O I A exemption (b)(3). See id.
4 3 The signature of the C I A employee identified in document number 1153254 is
also protected from disclosure under F O I A exemption (b)(3). See id.

132.

The CIA withheld Joannides' social security number,

Mrs. Joannides' maiden name, biographical information regarding
Joannides' children and emergency contacts from document number
1153536.
133.

The CIA withheld the names, ages, dates of birth,

and/or citizenship of Joannides' children from document numbers
1161499 and 1161503.

The CIA also withheld the name and

telephone number of a CIA employee from document 1161503.4 4
134.

Document number 1153582 contains biographical

information regarding Joannides' wife, children, and mother-inlaw--including their names, addresses, and telephone numbers. 45
This document also contains redacted information regarding the
name, home address, business address, and relationship of
Joannides' contact in case of emergency.46
135.

JFK document numbers 104-10065-10136, 104-10127-

10030, and 104-10506-10028 contain information regarding CIA

4 4 The name and telephone number of the CIA employee identified in document
number 1161503 is also protected from disclosure under FOIA exemption (b)(3).
See id.
4 5 The CIA maintains its assertion of FOIA exemption
(b)(6) with regard to the
name, address, and telephone number of Joannides' mother-in-law. The last
name of Joannides' mother-in-law (the maiden of Joannides' wife) could
identify Joannides' children and invade their privacy. As Joannides' motherin-law resided with Joannides, this information is also protected from
disclosure under FOIA exemption (b)(3). See id.
4 6 The biographical information regarding Joannides' emergency contact is also
protected from disclosure under FOIA exemption (b)(3). See id.

.

clandestine human intelligence sources, including home
addresses, and/or telephone numbers.4 7
136.

The CIA withheld the following information from JFK

document number 104-10332-10023:

a) information regarding

Charles D. Ford's family; b) biographical information for Spas
T. Raikin; c) biographical information for Marilyn Dorothy
Murret; d) biographical information and employment dates for a
CIA employee; and e) biographical information for Jordan J.4 8
137.

Based on the foregoing, as well as the facts

described more specifically in the Vaughn Indexes attached as
Exhibits B and C, I determined the information withheld from the
documents in this case qualifies as "personnel" and "similar"
files and are, thus, protected from disclosure under FOIA
exemption (b)(6).
B.

Privacv Interests

138.

The individuals identified in the RIP and DIF

documents in this case have a privacy interest in the
information that the CIA withheld.

For example, Joannidesl

children have, at a minimum, privacy interests in their names,
dates of birth, places of birth, citizenship, addresses,

-

-

-

The information withheld from J F K document numbers 104-10065-10136, 10410127-10030, and 104-10505-10028 under F O I A exemption (b)(6) is also
protected from disclosure under F O I A exemptions (b)(1) and (b)(3). See id.
4 8 The information withheld from Bates Numbers 00647 and 00652 (part of J F K
document number 104-10332-10023) under F O I A exemption (b)(6) is also
protected from disclosure under F O I A exemptions (b)(2) and/or (b)(3). See
id.
47

academic history, and Mrs. Joannides' maiden name.

As

Joannides' children, they are potential targets for, at a
minimum, unsolicited media inquires.

Given the tenacity of

today's media, there is a realistic probability that disclosure
of the withheld information regarding Joannides' children will
cause an interference with their personal privacy.

Similarly,

it is reasonable to assume these unwanted intrusions of the
children's privacy would not be limited to the media.

Publicly

disclosing the children's biographical information also would
likely raise their public profile and result in unsolicited
inquiries from co-workers, neighbors, and friends.

Whether the

unwanted intrusions take the form of media telephone calls,
written correspondence, personal solicitations for interviews,
or questions from inquisitive neighbors, it is reasonable to
anticipate these invasions of privacy will be significant.

139.

The same rationale applies to the individuals

identified as Joannides' emergency contacts.

These individuals

have a privacy interest in their names, home address, home
telephone number, and relationship with Joannides.

Disclosure

of these individuals' biographical information reasonably may
subject these individuals to questions regarding Joannides and
what they knew of his work at the CIA.

140.

The CIA employees who worked with and supervised

Joannides also have a significant privacy interest in their

biographical information.

Disclosing their signatures,

addresses, telephone number, affiliation with Joannides, or
affiliation with the C I A would undoubtedly subject them to
intense questioning from a variety of sources, that is, the
media, family, friends, neighbors, etc.

Similarly, disclosure

of this information could also place the C I A employees and their
families in danger from individuals seeking retribution against
Joannides directly and the C I A generally.

Though these

individuals may never have worked with Joannides directly,
disclosure of their biographical information in the context of a
F O I A request about Joannides might lead one to conclude they

worked on the same projects as Joannides.

141.

Based upon the above-described nature of the

information withheld pursuant to F O I A exemption (b)(6), I
determined that individuals have privacy interests in that
information.

I am unaware of any legitimate public interest in

this information.

Therefore, it is my judgment that the privacy

interest in withholding the information that the C I A withheld
pursuant to F O I A exemption (b)(6) outweighs the public interest
in disclosing such information.
XIII.

SEGREGABILITY

142.

The C I A conducted a line-by-line review of the

documents at issue in this case, individually and as a whole, to
determine whether meaningful, reasonably segregable, non-exempt

portions of documents could be released.

The CIA released any

irformation that was segregable and not otherwise exempt.
143.

Regarding the documents that the CIA previously

denied in full pursuant to FOIA exemptions (b)(1) and (b) (3),
the CIA determined that no meaningful, reasonably segregable,
portion of those documents could be released.

The CIA made this

determination regarding segregability based upon a careful
review of the documents in this case, both individually, and as
a whole.

The CIA conducted a line-by-line review of all'the

documents at issue in order to identify and release any
meaningful, reasonably segregable, non-exempt portions of
documents.

The CIA determined that any non-exempt information

is so inextricably intertwined with the exempt information that
there are no meaningful, reasonably segregable, non-exempt
portions.

Therefore, the CIA determined that there are no

meaningful segments of information that reasonably can be
segregated for release.
XIV.

RELEASE OF ADDITIONAL INFORMATION REGARDING
JOANNIDESf WIFE
144.

As noted above, the CIA initially asserted FOIA

exemption (b)(6) to withhold biographical information related to
Mrs. Joannides in document numbers 1153616, 1153622, 1153623,
1153624, 1169862, 1169863, 1153629, 1153536, 1161499, 1161503,
and 1153582.

Since filing the Dorn Declaration and related

Vaughn Index (Exhibit B), however, the CIA has learned that Mrs.
Joannides is deceased.

Accordingly, the CIA revisited its

assertions of FOIA exemption (b)(6) related to Mrs. Joannides.
145.

With the exception of Mrs. Joannides' maiden name,

the CIA released the previously withheld information regarding
Mrs. Joannides in the aforementioned eleven documents.

The CIA

released these documents with the twenty-five released-in-part
NARA documents that the CIA sent to Plaintiff on 28 April 2008.
Respectively, these documents are numbered as follows:

1529375

(formerly 1153616)' 1529376 (formerly 1153622), 1529381
(formerly 1153623)' 1529377 (formerly 1153624), 1529379
(formerly 1169862), 1529380 (formerly 1169863), 1529378
(formerly 1153629)' 1529371 (formerly 1153536), 1529372
(formerly 1161499), 1529373 (formerly 1161503), and 1529374
(formerly 1153582).
146.

The CIA maintains its asserti3n of FOIA exemption

(b)(6) with regard to Mrs. Joannides' maiden name.

As mothers'

maiden names are commonly-used identifiers, the CIA submits the
release of Mrs. Joannides' maiden name would constitute a
clearly unwarranted invasion of her children's personal privacy.

* * * *

I hereby d e c l a r e under penalty of p e r j u r y t h a t t h e

foregoing is t r u e and c o r r e c t .
E x e c u t e d t h i s 2 1 s t d a y o f November, 2 0 0 8 .

Chief

P u b l i c I n f o r m a t i o n Programs D i v i s i o n
C e n t r a l I n t e l l i g e n c e Agency

